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I PQC: zopakovani hlavnich pojmii

PROC — — —
HROZBY u STANDARDY n KRYPTO AKTIVA ' TRANSFORMACE
Nové algoritmy jsou zaklad, ne Nejdiive musime védét, co Cilem je crypto-agility, ne
cely program. ménime. jednorazova vymeéna.

Q-Day Kvantova kapacita ML-KEM Ustaveni klice * FIPS CBOM Inventar Agility Schopnost kryptografii
ohrozi dnesni public- 203. kryptografickych bezpecné ménit.
key kryptografii. zavislosti.

HNDL Harvest Now, Decrypt ML-DSA Digitalni podpis * FIPS PKI/HSM Trust, certl'flvliaty a Hybrid Klasicka + PQC

204. ochrana kli¢a. ochrana.
Later.

TNFL Trust Now, Forge Later: SLH-DSA Hash-based podpis * KEM Mechanismus ustaveni Readiness Vlastnici, inventar,
dnesni podpis mlze byt FIPS 205. klice. cilovy stav a plan.
zneuzit v budoucnu.

CRQC Kryptograficky
relevantni kvantovy
pocitac.

PQC neni technologicky upgrade. Je to fizena zména davéry napfi¢ bankou.
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LEGISLATIVA

DORA « CRA * GDPR ° eIDAS 2 - NIS2

Uréuje povinnost Fidit rizika, odolnost, dodavatele, produkty a ochranu dat.

MIGRACNI GUIDANCE

EU Recommendation 2024/1101 « EU Roadmap 2025 ¢ NIST - BSI »
ANSSI « ENISA « ETSI

Dava smér, principy a pracovni harmonogram. Neni automaticky pravné
zavazna.

I Ctyfi vrstvy zdroji maji rozdilnou pravni a metodickou vahu

STANDARDY

NIST FIPS 203 ML-KEM ¢ FIPS 204 ML-DSA - FIPS 205 SLH-DSA

Urcuji standardizované mechanismy a bezpeéné pouziti.

INTERNI RIiZENIi

ISMS ° Enterprise Architecture * Risk Management ¢« Procurement ¢
Change Management

Prevadi externi ramec do vlastnictvi, kontrol, backlogu, KPI a vyjimek.

Kazda vrstva odpovida na jinou otazku. Teprve dohromady vytvareji zaklad pro fizenou transformaci.
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I PQC readiness neni compliance status. Je to schopnost ridit zmeénu.

4 ZDROJE SCHOPNOST BANKY PROVEST ZMENU
vytvareji ramec
n VLASTNICTVi n INVENTAR
e Strategie, CBOM a Banka zn4 aktiva,
kryptografické riziko maji zavislosti, kontext a
Standardy ) jasné vlastniky. kvalitu evidence.
Migraéni guidance ROZHODOVANI n REALIZACE
Priority, vyjimky a cilovy Backlog, financovani,
Interni fizeni stav jsou risk-based a delivery a metriky prevadeji
auditovatelné. plan do zmény.
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Governance: z kryptografického discovery k rizené migraci

GOVERNANCE MODEL 6 otazek k zamysleni:

STRATEGIE ARCHITEKTURA
Kdo vlastni celkovou kryptografickou strategii?

Kdo vlastni a validuje informace o kryptografii systémua?

PQC PROGRAM

GOVERNANCE

Jak se PQC dostane do architektury, projektt a procurementu?

RISK & COMPLIANCE DOMENY & DELIVERY Kdo urcuje priority a financovani migrace?
Kdo schvaluje vyjimky a akceptaci rizika?
PROCUREMENT / VENDORS
o . o . o Kdo vlastni CBOM, jeho kvalitu a pribéznou aktualizaci?
Centralni pravidla Distribuované vlastnictvi

CBOM bez vilastnika je pouze snapshot. Governance z néj musi udélat zivy rozhodovaci nastroj.
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FROM ZERO TO HERO: CREATING OUR CBOM

BUILDING A COMPREHENSIVE CRYPTO BILL OF MATERIALS CATALOGUE | OUR CRYPTO AGILITY JOURNEY

QA~@~@

DISCOVERY ANALYSIS INVENTORY

3 ZERO HERO:

@ STARTING FROM NOTHING: i THE JOURNEY: i Z‘%E.CVTJET;\? g%gbgggg @
start  DISORGANIZED CRYPTO 5 PROCESS & CREATION ; CRYPTO CATALOGUE End



CBOM - CycloneDX Schema

@ cycloneDx 1.7 SBOM (Tenable.sc Export)
I [® bomFormat:
1 H A specversion
OSt A serialNumber: "urn:uuid:8b3c9281-9b12-42a9-b82b-0e2417e6e5f1"
B version: 1
® components (The Infrastructure Inventory)
L B host-10.237.91.6 (Device)

s
t

s

|

s

|

| | € nam erver-db-ae”

| | B description: "Server”

| I & externalReferences (CMDB)

| | @ https://jira.mycompany.com/jira/secure/insight/assets/ITSM-11464551
| L % properties
|

|

s

|

|

|

|

b

|

|

|

L

2 Endpoint

L & tenable.sc:host:os inux Kernel 4.18.0-553.144.1.e18 10.x86_64 on Red Hat Enterprise Linux release 8.10 (Ootpa)"

3 PrOtOCOI services (The Open Ports / Sockets)

4 endpoint-10.237.91.7-8443

| # name: "TLS"

L @ endpoints: ["https://10.237.91.7:8443"]

dependencies (The Relationship Graph)
I & host-10.237.91.7
| L @ provides —> [ "endpoint-10.237.91.7-443" ]

4 Algorithm

X vulnerabilities (The Scan Findings)

}
"TLS Version 1.1 Deprecated Protocol”
: "2025-11-01T08:00:007"
; lastSeen: "2026-09-15T12:00:00Z"
properties
tenable.sc:plugin:name: "TLS Version 1.1 Deprecated Protocol”
detail: "TLSv1.1 is enabled and the server supports at least one ciphel
affects
& ref: "endpoint-10.237.91.7-443"

5 Certificate oureon { “none": “Tenable.sc” )

6 Vulnerability

Component (type = cryptographic-asset)

Crypto Properties

Algorithm Properties

Certificate Properties

Protocol Properties

Related Crypto Materials Properties

Public Key Key ‘ Salt ‘ Credential Password ‘ ‘ Ciphertext
Private Key Digest Shared Secret ‘ Token Signature ‘ ’ Seed
Secret Key '""\i;“elgz‘:"" ’ Tag Additional Data Nonce ‘ ’ Other

https://cyclonedx.org/specification/overview/
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https://eur03.safelinks.protection.outlook.com/?url=https%3A%2F%2Fcyclonedx.org%2Fspecification%2Foverview%2F&data=05%7C02%7Cjan.sefcik%40rb.cz%7C06229877ab49453b254208df25dfa33d%7C9b511fdaf0b143a5b06e1e720f64520a%7C0%7C0%7C639271314650001648%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C0%7C%7C%7C&sdata=l%2FTSsI129xqpqqR2DHV0ja4TO7Ic38L8j5vU6qZ2LdQ%3D&reserved=0

, ~ (& CYCLONEDX

Tenable.SC g N5/ CYBERSECURITY BILL OF MATERIALS (CBOM)
* Asset Discovery
* Vulnerability Scan Data (CVEs) OO0 & CvcloneDX
@ * Configuration Checks r \ Ly
\ J Aggregatlon & root component {
( loud ) Normalization Engine System/Application, e.g., WebApp v1.0
Prisma Clou Cloud & Workload
f§ A ) components {
* Cloud Workload BOMs (SBOMs) % ¥ Data Ingestion L IW_e.bApp : : :
* Discovered Software * . ”0?):&% Zs\{lgﬂ.m Dependency Grap
* Cloud Container Images L~ openssl v3.0.10 ) "
f ) . | Transitive
J Normalization oD Dependency
- ~ & Matching . openssl v3.0.10 J
BIaCk Klte Sl‘ll?ppLyDanin * Cr/{;{togriﬁhy : AES-256-GCM, RSA-4096
: ; : ISK Data - ~ gorithms: e., —256-GCM, -
* Supplier Risk Intelligence —> Format Protocols: TLSv1.3, SSHv2
* Vendor SBOMs Transformation Protocols: scores from Tenable.SC & Prisma Cloud
* Third-Party Risk Scores | ) Highlights:private/public keys, certificate chains,
* 1 certificate chains
R " i CBOM ) vulnerabilities {
Cryptographic . CVE-2023-XXXXX
TestSSL.sh Conf%l Mtionllat | Creation | CVE-2023-XXXXX Affectedt
- |0
« SSL/TLS Protocol Check ﬂ * CVE-2023-XXXXX Status:
* Cipher Suite Details - < )3
* Certificate Validation VEX supplier {
J Integration Supply chain risk details
X - 7 Supply chain riskls: Supply chain risk details
. .o }
CIICD Plpehne Build and Code . d metadata {

Author: Security Team

5 : : Provenance Data
* Build & Commit Data Timestamp: 2026-09-22

; * SCA (Software Composition Version: 1.6+
Analysis) Results }

* Provenance & SBOMs

MODERN ARCHITECTURE FOR COMPREHENSIVE CYBERSECURITY VISIBILITY



I Priority PQC migrace: rozhoduje riziko

NALEHAVOST MIGRACE = EXPOZICE + DOBA OCHRANY DAT 4+ DOBA POTREBNA KE ZMENE

. EXPOZICE a RETENCE A ZIVOTNOST DAT

Jak snadno mohou byt data zachycena nebo BT dlaT e rral cEle e civSE7
kompromitovana? '

» ,shelf-life” Sifrovanych dat

i L AL « jde o dlouhodobs citliva data?
pricnozi I odchozl spojent . primérné “Data at rest”

’ pvés’ky, ey d U provoz * HNDL posouva riziko do sou€asnosti
« tfeti strany a interni hrozby

Zacnéte tam, kde se kombinuje vysoka expozice, dlouha zivotnost dat a dlouha doba zmény.

02C
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MATICE PRIORIT MIGRACE NA PQC

Uréeni naléhavosti migrace na zakladé Zivotnosti dat a sitové expozice.

Dlouha & N p
10+ let / . S
( Trvala) e PRIORITY 2: VYSOKA ﬂa PRIORITY 1: OKAMZITA
Dlouha Zivotnost a nizka expozice. Dlouha Zivotnost a vysoka expozice.
Cil pro horizontalni pohyb (lateral movement) Nejvyssi riziko utoku ,Stahni ted, desSifruj
= nebo vnitfni hrozby. pozdéji" (HNDL).
(= napf. duSevni vlastnictvi (IP), starsi archivy, | napf. korenova PKI, kritické databaze, systémy
I;, § . interni zalohy. ¥ °\§;\ identity a pfistupu, vefejné sluzby. &
25 . T
=z g B e
g = o PRIORITY 4: NIZKA (ODLOZENA) Ce' PRIORITY 3: STREDNI
e Kratka Zivotnost a nizka expozice. Kratka Zivotnost a vysoka expozice.
Izolovana a doCasna data. NiZsi bezprostredni ‘ | ]
B3 hrozba.
Kratka napf. docasné interni logy, lokdlni testovaci
(Docasna / prostredi, izolované systémy.
Dny-mésice) \
Nizka EXPOZICE Vysoka
(Interni / Izolovana) (Sitova dostupnost) (Pfistupna z internetu / Verejnd)
02C
sa¢ ISACA.
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I PQC migracni roadmapa: prioritizovana matice

PRIORITA  ARCHITEKTONICKA VRSTVA KLICOVY ROZSAH TYPICKY MIGRACNi VZOR  PRIKLAD CIiLOVEHO
OBDOBI

Externi perimetr a verejny | Vefejné mobilni/webové API, edge load balancery, Nativni upgrade / proxy na

1 , ! Q12027 - Q4 2027
vstup WAF, externi API gateway perimetru

2 Vyhrazené linky tretich EDI a B2B gateway, SWIFT, clearingové linky, Nativni uparade / hvbridni [Psec Q3 2027 — Q2 2028
stran a B2B IPsec/MACsec VPN, dedikované linky P9 y

3 Tier 1 infrastruktura a Tier | Kritické aplikace, integraéni platformy, middleware, Nativni upgrade / refaktoring / Q1 2028 — Q4 2028
1 aplikace PKI, IAM, orchestrace, messaging, SDLC/CI/CD SDK upgrade / sitova izolace

4 Tier 2 infrastruktura a Tier | Interni APl a MQ gateway, datové sklady, CRM, Service mesh proxy / produkéni Q1 2029 — Q4 2029
2 aplikace ERP, COTS vendor patche

5 Tier 3, legacy a EOL Systémy k vyfazeni, kratka retence dat, intranet, Akceptace rizika / sitova izolace / +2030
systémy telemetrie, observabilita vyfazeni

Roadmapa neni kalendar vymény algoritmu. Je to fizené poradi rozhodnuti a zavislosti.

0DC
529 ISACA.
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I Kryptografické migracni vzorce — smérem ke crypto-agility

' Zména konfigurace / parametri n Aktualizace knihoven a Migrace / refaktoring
TLS 1.3 + Groups Extensions, konfigurace Upgrade BouncyCastle/OpenSSL, migrace na Upgrade databaze, upgrade COTS, migrace
OpenSSH, konfigurace API gateway SDK pfipravena na PQC PKI, vynuceni hybridnich kli¢d

RYCHLA ZMENA OPAKOVATELNE HLUBSIi ZASAH

n Zavislost na dodavateli B Sit'ova izolace

Legacy aplikace, nepodporovana integracni Reverse proxy, virtualni patching
platforma

EXTERNI ZAVISLOST RISK TREATMENT

Vysledek: méné unikatnich projektu, vice standardnich migraénich patterns.

3¢ ISACA.
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I Lessons learned: nejdrive inventar aka CBOM, potom akce

' WORKSHOPY n KONTEXT n SKENOVANI NORMALIZACE a AUTOMATIZACE
Pochopit data v klidu i pfi EA, risk modely, interni wiki Potvrdit realitu ,pod kapotou® Omezit duplicity a Sum Zapojit do vulnerability
prenosu managementu

Zdroje automatizovaného discovery

ON-PREMISE CLOUD PERIMETR
Qualys VMDR ¢ Rapid7 Nexpose * Tenable.SC * nmap Wiz « Palo Alto Networks Prisma Cloud * CrowdStrike nmap ¢ TestSSL.sh
Wireshark < IBM Guardium Quantum Safe Falcon Cloud Security

Pozor: horizontalni skenovaci nastroje samy o sobé generuji velké mnozstvi Sumu.

Automatizujte a udélejte proces opakovateiny.

3¢ ISACA.

13 Czech Republic Chapter
Classification: GENERAL



I Lessons learned: zacnhéte na perimetru

PRICHOZi SPOJENI ODCHOZi SPOJENI

Cloudflare TLS 1.3 s hybridni vyménou klict SlozitéjSi oblast: spojeni jsou iniciovana zevnitf a nelze je snadno skenovat.
AWS CloudFront, AWS AP| Gateway Kubernetes Pods

Azure Front Door, Azure CDN, Azure APl Management AWS EC2, Azure VM

Kubernetes Router AWS Lambda, Azure Functions

VIDITELNA EXPOZICE SLEPE MIiSTO

02C
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